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What's open source?
Historical context: How did we get here?

Does it make sense to release open-source software?
Good practices:

Being part of the community

Building an open source community
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Motivation to understand open source.

Companies work on open-source projects.
Companies use open-source projects.

Companies are based around open-source projects.
Principles percolate throughout industry.

Political/philosophical debate, and being informed is
healthy.
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What is Open Source Software?




Open-Source Software Defined

® The simplest definition is that it is software that is released under an “open
source license”
® The Open Source Definition (OSD) describes 10 traits a software license must

support [https://opensource.org/osd/]

® The OSD is maintained by the Open Source Initiative, a non-profit that supports
the email discussion groups that judge licenses against the OSD

® There are around 80 OSl-approved licenses, but only a few

are commonly used.
[MIT License, Apache License aka ASLv2, GPLv2/3, Berkley or BSD, Mozilla or
MPLv2, Eclipse License, Artistic License]
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https://opensource.org/osd/

The OSD - Open Source Definition
(Attributes of the Software License)

—

Free Redistribution

Source Code

Derived Works

Integrity of the Author’s Source Code

No Discrimination Against Persons or Groups
No Discrimination Against Fields of Endeavor
Distribution of the License

License Must Not Be Specific To A Product
License Must Not Restrict Other Software
License Must Be Technology Neutral

S3D o

Universi

OO NI OAEWDN

—_—







Why learn about licenses?

e Specific licenses may provide competitive advantages

e You may eventually want to release open-source software or
become more involved in an open-source project

e Avoid legal issues

California Court Says Open Source Software Users Could Enforce the

License
Client Updates / March 03, 2024
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Most popular open source licenses worldwide in 2021

*
Apache 2.0 34.1%
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ich license to choose?
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GNU General Public License: The Copyleft License

e Nobody should be restricted by the software they use. There are four
freedoms that every user should have:
e the freedom to use the software for any purpose,
e the freedom to change the software to suit your needs,
e the freedom to share the software with your friends and neighbors,
and
e the freedom to share the changes you make.
e (Code must be made available
e Any modifications must be re-licensed under the same license
(copyleft)
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GPL 2.0 and 3.0 - Addresses free software problems

e GPLV2
o Court ruling cannot nullify the license and if a court decision and this
license contradict in distribution requirements, then the software cannot
be distributed
o Implicitly grants users a license to any patents held by contributors that
are required to use the software.

e GPLV3

o Clarifications on patent grants
o Prevents “Tivoization” (Hardware restrictions)
e WARNING: Compatibility issues between both
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LGPL

e Software must be a library (component to be used in
other products)
e Similar to GPL but no copyleft requirement
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BSD License

e No liability and provided as is.
e Copyright statement must be included in source and

binary
e The copyright holder does not endorse any extensions
without explicit written consent
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MIT License

Must retain copyright credit

Software is provided as is

Authors are not liable for software

Unlike the GPL, it does not require that derivative
works be open source

e No other restrictions

e (including closing the source) :(
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Apache License

e Similar to MIT with a few differences

e Not copyleft

e Not required to distribute source code

e Does not grant permission to use project’'s trademark
e Does not require modifications to use the same license
e Allows proprietary use

e Explicit grant of patent rights
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Two extremes

e No License (default is “all rights reserved”)
e Public Domain Dedication (e.g., Unlicense)
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Activity: Choose the Appropriate License (small groups)

e Analyze a given software scenario and select the most appropriate license
from the following: GPL, LGPL, MIT, BSD, Apache.
e Read the provided scenarios and its goals (e.g., commercial use, community
contributions, patent protections).
e Consider the key factors: Discuss with your group the following aspects:
o Does the project need copyleft protections or permissive terms?
o Are there concerns about proprietary use or redistribution?
o |s patent protection important?
e Choose the license that best aligns with the scenario requirements and justify
your decision.

You can consult choosealicense.com
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You are creating a software tool and want others to freely use,
modify, and even sell it without many restrictions.

What type of open-source license would you choose?
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You have a commercial (proprietary) app and but want to use an
open-source component. How can you make sure you don't
accidentally have to open-source your entire app?
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You want to release your software as open source but you also
want to protect yourself from future patent lawsuits.

What kind of license or clause should you include?
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You want your open-source project to spread widely into both

open-source and commercial products but you still want to get
credit for your work.

How would you license it?
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You are building a piece of open-source software, and you want to
make sure that if someone improves it and shares it,

they also have to share their improvements openly with everyone.

What kind of license would you choose?
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You want people to freely use and modify your software, but you
don’t want them to use your name or your company’s name to
promote their versions without your permission.

How would you set up your license?
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You are combining open-source components with your own
proprietary modules.

How can you make sure you stay legally safe while keeping parts of
your code private?
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Dual License Business Model

e Released as GPL which
requires a company using
the open source product to
open source it's application

IVI ! ' S Ql ® e Or companies can pay

$2,000 to $10,000 annually
to receive a copy of MySQL
with a more business
friendly license
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Risk: Incompatible Licenses

e Sun open sourced OpenOffice, but when Sun was acquired by Oracle,
Oracle temporarily stopped the project.

e Many of the community contributors banded together and created
LibreOffice
Oracle eventually released OpenOffice to Apache

e LibreOffice changed the project license so LibreOffice can copy changes

from OpenOffice but OpenOffice cannot do the same due to license
conflicts

€3 OpenOffice [ )LibreOffice

REe R RER \
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What not to do

L] LBl mcof el

I S B e o
Winamp was a popular media player in the late 1990s and early
2000s
o Open-source its code to revive community interest and foster o
further development and innovation. e e
Source code release inadvertently included proprietary
components from Microsoft, Intel, Dolby, and the SHOUTcast ST -
server software
The initial release under the "Winamp Collaborative License”

imposed restrictions that contradicted open-source principles

©) PrOthItIng forks and dlStrlbUtlon Of mOdIerd VerSI()nS Winamp (the closed source product) contained modified GPL code,
. violating the GPL #265
Discovery of GPL Code:

o After releasing the Winamp source code, it was found to i
include GPL-licensed components. ’
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TO “READ" FM TUNER SPECIFICATIONS

Popular Electronics A .

PROJECT BREAKTHROUGH!
- World’s First Minicomputer Kit
~ to Rival Commercial Models...
~ "ALTAIR 8800™ save over $1000
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®
open source

How did we get here?

A bit of history to understand why open source
looks the way it does today
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A bit of history: 1950s

Grace Hopper writes the world's first compiler A-O
IBM introduces FORTRAN
Software released as public domain
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A bit of history: 1960s

IBM’'s System/360 (general-purpose computing)

The rise of “minicomputers”
DEC PDP-8

“IBM and the seven dwarfs”
Software usually bundled with hardware
Software development is very expensive

1969: “Software unbundling”
+ Software Industry is born

B @ @ LUNIVAC
“IBM and the Seven Dwarfs”
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A bit of history: 1970s

. Rise of the “microcomputers” ©
- PDP, Altair !

- Unix first release by Bell Labs

- Microsoft was founded

- Gate's “Open Letter to Hobbyists"”

~ HOW TO “READ® FM TUNER SPECIFICATIONS

Popular Electronics

TORTR CARCR SV LIRS WATATNE JAOSAINY. W70 TBE

PROJECT BREAKTHROUGH!
- Worlds First Minicomputer Kit
~ to Rival Commercial Models...
~ "ALTAIR 8800" save over $1000

$90 Sclentific Calculator Project
| © CCDs~TV Camera Tube Successor?
o Th e Hed Photoflach

TESY REPORTS:
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2%

February 3, 1976 i

An Open Letter to Hob!

To me, the most critical thing in the hobby market right now
is the lack of good software courses, books and software itself.
Without good software and an owner who understands programming, a
hobby computer is wasted. Will quality software be written for the
hobby market?

Almost a year ago, Paul Allen and myself, expecting the hobby
market to expand, hired Monte Davidoff and developed Altair BASIC.
Though the initial work took only two months, the three of us have
spent most of the last year documenting, improving and adding fea-
tures to BASIC. Now we have 4K, 8K, EXTENDED, ROM and DISK BASIC.
The value of the computer time we have used exceeds $40,000.

The feedback we have gotten from the hundreds of people who
say they are using BASIC has all been positive. 1Two surprising
things are apparent, however. 1) Most of these "users" never bought
BASIC (less than 10% of all Altair cwncrs have bought BASIC), aund
2) The amount of royalties we have received from sales to hobbyists
makes the time spent of Altair BASIC worth less than $2 an hour.

Why is this? As the majority of hobbyists must be aware, most
of you steal your software. Hardware must be paid for, but soft-
ware is something to share. Who cares if the people who worked on
it get paid?

Ts this fair? One thing you don't do by stealing software is
get back at MITS for some problem you may have had. MITS doesn't
make money selling software. The. royalty paid to us, the manual,
the tape and the overhead make it a break-even operation. One thing
you do do is prevent good software from being written. Who can af-
ford to do professional work for nothing? What hobbyist can put
3-man years into programming, finding all bugs, documenting his pro-
duct and distribute for free? The fact is, no one besides us has
invested a lot of money in hobby software. We have written 6800
BASIC, and are writing 8080 APL and 6800 APL, but there is very lit-
tle incentive to make this software available to hobbyists. Most
directly, the thing you do is theft.

What about the guys who re-sell Altair BASIC, aren't they mak-
ing money on hobby software? Yes, but those who have been reported
to us may lose in the end. They are the ones who give hobbyists a
bad name, and should be kicked out of any club meeting they shkow up
at.

I would appreciate letters from any one who wants to pay up, or
has a suggestion or comment. Just write me at 1180 Alvarado SE, #114,
Albuquerque, New Mexico, 87108. Nothing would please me more than
being able to hire ten programmers and deluge the hobby market with

good so: are. Bm bﬂm—

Bill Gates
General Partner, Micro-Soft
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A bit of history: 1980s

. Rise “personal computers” T il
. . . P MlNG ;’ .t Running I.:gh:‘:\:‘:umUmrwr\immm“m E:
Software industry flourishes FOSuTEL e

- Adobe, Autodesk, Lotus, ...
- Informal software sharing

- Software “hobbyists”
- Apple Computer, Inc. v. Franklin Computer Corp.
The Unix Programming Environment is published
Stallman starts the Free Software Movement

The C Programming Language

Brian W.Kemighan
Rob Pike
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“Free as in free speech.”




A bit of history: 1990s

Linux

Open Source Initiative

The First Browser War

Netscape started the open source Mozilla project.

®
open source
INitiative
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Open Source Initiative

Anchor

Maintainer
Do you want to support Open Source? Book a meeting with us now.
Capﬂalone’ S € FerretbB
Z COMCAST
Innovator

| | FVH
GitHub = """ @ Openlogic

DataStax

&N slim.ai TIDELIFT

salesforce

Premier

berg ol l 1ol I L] /fndeed

Cisco . 4

‘RedHat GO gle Supporter

S3D

®
open source

initiative
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Old Perception:

* Anarchy
Demagoguery
Ideology
Altruism
Many eyes

A REMINDER
from

Carnegie
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Does it make sense to
release open source
software?

why would companies invest millions into it?




Framing Open Source Economics

Macroeconomics vs. Microeconomics

Macroeconomics: Microeconomics:
creators and companies that
companies building leverage open source

businesses around but whose core
open source business is elsewhere
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The Macroeconomics:
Open Source as a Business

e Professional services

o RedHat, Canonical, .. # Canonical ‘ Red Hat

o Consulting, training
o Problems: Ease of use dilemma, renewal rates, service-only competition
e Open core
o GitLab, Databricks (Apache Spark), MongoDB 0 MongoDB.
o Problem: Competition on the commercial offerings. E.g., tools
e Software as a service
o WordPress

o Problem: Free riding by cloud providers
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Red Hat: A successful example

S

Red Hat

https://www.fundinguniverse.com/company-histories/red-hat-inc-history/
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Open source projects

— 9
SPOtIfy ’ s open source GetYourGuide loves open source. We are heavy users of

Building Spotify would not have been possible without Open Source Software. We wanted to do open-source software and we want to give back. Every time

our bit to give back to the community, and here’s some of that software. We hope you'll find it . !
o e L b, we improve open-source software we contribute our changes
P : - back and release our own tools to the community, even if it
Want to make contributions? Wed love to see them! All we ask is that you adhere to our FOSS

Community Code of Conduct to help us build@fairinclusive, and welcoming environment. is a bit more work.

Open Source

NVIDIA contributes to many open-source projects, including the Linux Kernel, PyTorch, Universal Scene Description
(USD), Kubernetes, TensorFlow, Docker, and JAX. NVIDIA is also proud of our support and contributions to open-
source foundations and open-standards bodies.

Featured open source projects

Many Apple products and services are built on open source software.
Explore some of the projects we lead and contribute to below.

. e
L | n U X Swift Kubernetes WebKit

Featured programs SOft

Microsoft loves open odem comanch o ey i, ond maragenntot
peromance and et desgn Cotanerzd st

building mentorship, and supporting documentation. source et
D CD @D @D

Google Open Source programs support open source projects through enabling new contributors,

Q-
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Open Source Production Economics
(Why Publish? Why Build A Community)

® Kubernetes = 4.6M Lines of Code = ~$630M
®VS Code = 1.2M Lines of Code = ~$90M

® Each of the communities have an architecture of participation where 50%
of the contributions come from OUTSIDE the primary owner (respectively
Google and Microsoft)

Rule of Thumb: 1MLoC = 100 staff * 5 years = $75M ($100K base * 1.5 gross up)
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The Microeconomics:
Open Source as a Strategic Business

Enabler
- R

Y

Even if open source is not your business model, strategic use and
contribution can become major competitive advantages




The Microeconomics:
Build, Buy... or Something Smarter?

®Build versus buy is the most fundamental question in engineering
®The cost of build-from-scratch vs the cost of buying/licensing

® Add in the cost of maintenance over time

Open source adds a third option to build vs buy: borrow and share
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Borrow-and-Share

Add OSl-licensed projects and you add borrow-and-share to
decision

e Borrowing the best that communities have built.
e Adapting it to your needs.
e Sharing enough to sustain it and keep moving faster.

Leverage freely available, community-maintained technology, adapt it to
your needs, contribute improvements back, and benefit from the
evolution of the broader ecosystem.
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Total Cost of Ownership

Cost Category Proprietary Open Source
Licensing High None/Low
Implementation Medium High
Maintenance Medium Medium

Upgrades/Patches

Vendor-driven

Self-managed

Staff Training

Vendor-provided

Internal teams

Security & Compliance

Vendor coverage

Internal responsibility

S3D

Carnegie
Mellon
Universi




Total Power of Collaboration

Not Just DIY Developer Growth Hidden Costs of Closed Code
Leverage the Developers grow Contracts, NDAs, and partner
community for faster through negotiations become a burden
fixes and real-world without openness
innovation collaboration

Open Source transforms ownership into collaboration, and cost
into investment

Carnegie
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Is it Altruism?

® |t isn't about altruism - it's about economics

®|tis economically an easier decision to use
(borrow)-and-share than build or buy

*You always get more than you give economically

Carnegie
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From Consumers to Contributors: How
Companies are Driving Open Source Innovation

Airbnb: Published Apache Superset, now a leading Bl tool for data
visualization.

Lyft: Open-sourced Envoy, a high-performance service proxy, powering
service meshes like Istio.

Google: Published Kubernetes, now the de facto standard for container
orchestration.

Netflix: Contributed Spinnaker, a multi-cloud continuous delivery platform.
Meta (Facebook): Released PyTorch, one of the most popular Al/ML
frameworks.

Twitter: Published Apache Heron, a real-time stream processing engine.
Databricks: Contributed to Apache Spark, enabling scalable data analytics.
Shopify: Contributed improvements to Ruby on Rails, ensuring scalability
for e-commerce applications.
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Personal Economics

® Having one's name on key contribution streams in an open source community
world is some of the best resumé content one can have:

* to get work done,
® to work in a collaborative engineering setting,

*® to demonstrate your understanding of a technology base.

® The connections you make in a community expands your network, and it's the
weak connections that make a difference in job market

® Reading software is a good way to improve one's skills, so reading known good
software projects is an opportunity to improve skills.

Granovetter, Mark “The Strength of Weak Ties”, Stable URL.:
https://www.jstor.org/stable/2776392
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Activity: Build vs Buy vs Borrow & Share

In groups, discuss the following engineering scenarios.

For each scenario, write down your choice: Build, Buy, or Borrow & share
(Open Source)

Optional: Write one sentence explaining why you chose it.

There is no single correct answer, the goal is to justify your choice.

Carnegie
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Scenario 1: User Authentication

You need login, signup, password reset, and OAuth
integration for your app.

Build, Buy, or Borrow & Share (Open Source)?
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Scenario 2: Custom ML Algorithm

You need a domain-specific machine learning model that
doesn't exist anywhere else.

Build, Buy, or Borrow & Share (Open Source)?
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Scenario 3: Payment Processing

Your app must process international credit card payments
and handle compliance.

Build, Buy, or Borrow & Share (Open Source)?
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Scenario 4: Internal Data Visualization
Dashboard

Your team needs rich dashboards for internal analytics and
monitoring.

Build, Buy, or Borrow & Share (Open Source)?
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Open Source done right

What can you do now to get started?




Open Source Governance Styles

e (Consensus

e Apache

e Rust

e (many others)
e Dictator

e Python

e Linux
e (orporate

Carnegie
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Contributing to Open Source: Skills

e Written communication
e Email, chat, and design documents are core to asynchronous
work
e Resilience and the ability to handle feedback openly
e Technical ability
e Political ability
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Contribute early

e When you need to customize an open-source tool, try to contribute
your changes back to the original project (the "upstream").

e Reduces the maintenance burden (you don't have to keep patching
every time the project updates).

e Builds reputation and influence inside important open-source
communities.
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Version Control Discipline

C)

GitHub

& GitLab

o Bitbucket



What Sort of Contributions Can People
Make?




Contributions

e Code-fixes and functionality increases code value and broadens
use

e Bug reports indicate a new test path or use

e New configurations broadens the user base increasing use
value

e Documentation (answering forum/email questions, creating
tutorials, presentations, FAQ, etc.) broadens the user base

e Forum time answering questions

e Translations (messages, user document, etc.) can make a big
difference

e ANYTHING SOMEONE BRINGS TO THE PROJECT

Carnegie
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The Open Source Community: A Living Ecosystem

Creators

Start projects, set vision

Sponsors

Fund, promote, sustain

Users Maintainers
Adopt, use, provide Review and approve
feedback changes

Contributors

Add features, fix bugs,
improve documentation
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Three On Ramps Need to be Built

Maintainers
+

Working
Code




Three On Ramps Need to be Built

Users

Maintainers

Working
Code




Three On Ramps Need to be Built

Developers

Maintainers
+

Working
Code

Contributors



Three On Ramps Need to be Built




Three On Ramps Need to be Built

Products

S
Books \ / Consulting
K ‘ Maintainers

+
Working

/ Code \
Contributors //
'\\ ’

Contractors

Distributions




Three On Ramps for Community Building

How do you encourage people to use our project?
(Because that is where we will find bugs reports & developers)

How do you encourage developers selfishly to
experiment?

(Because these are our future contributors)

How do you encourage developers to share their
work?

(Because contribution flow is the growth and success of our
pr0|ect§
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Three On Ramps for Community Building

How do you encourage people to use our project?

(How do we make it easy to install/configure/use the
software?)

How do you encourage developers selfishly to
experiment?

(How do we make it easy to build/test/experiment?)

How do you encourage developers to share their
work?

(How do we make it easy to contribute?)
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99% of Fortune 500
companies currently
use open source
software

80% of IT departments 35% of all enterprise
will increase their use software is based on
of open source in 2021 open source code

10,000 lines of code
are added to Linux every

Over 56 million

Over 140 million open
developers are

il e projects are listed on
it contributing to open . GitHub?

source projects

day, making it the fastest
evolving software

Sources: GitHub, BCG analysis.

1GitHub is the leading platform for open source software collaboration.
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Left-pad (March 22, 2016)

OBSESSIONS Q U A R T Z

How one programmer broke the
internet by deleting a tiny piece of
code

How an irate developer briefly broke JavaScript

Unpublishing 11 lines of code brought down an open source house of cards
By Paul Miller | @iuturepaul | Mar 24, 2016, 4:29pm EDT

I

{* SOFTWARE *}

How one developer just broke Node, Babel and
thousands of projects in 11 lines of JavaScript

Code pulled from NPM — which everyone was using
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Left-pad (March 22, 2016)

npmjs.org tells me that left-pad is not available (404 page) #4
silkentrance opened this issue on Mar 22, 2016 - 193 comments

e silkentrance commented on Mar 22, 2016

When building projects on travis, or when searching for left-pad on npmjs.com, both will report that the package cannot be
found.

Here is an excerpt from the travis build log

npm ERR! Linux 3.13.0-40-generic

npm ERR! argv "/home/travis/.nvm/versions/node/v4.2.2/bin/node" "/home/travis/.nvm/versions/node/v4.2.2/bin/npn
npm ERR! node v4.2.2

npm ERR! npm v2.14.7

npm ERR! code E404

npm ERR! 404 Registry returned 404 for GET on https://registry.npmjs.org/left-pad
npm ERR! 404

npm ERR! 404 'left-pad' is not in the npm registry.

npm ERR! 404 You should bug the author to publish it (or use the name yourself!)
npm ERR! 404 It was specified as a dependency of 'line-numbers"

npm ERR! 404

npm ERR! 404 Note that you can also install from a

npm ERR! 404 tarball, folder, http url, or git url.

npm ERR! Please include the following file with any support request:

npm ERR! /home/travis/build/coldrye-es/pingo/npm-debug. log

make: #k* [deps] Error 1

And here is the standard npmjs.com error page https://www.npmjs.com/package/left-pad
However, if | remove left-pad from my local npm cache and then reinstall it using npm it will happily install left-pad@0.0.4.

v 88 @3
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Left-pad (Docs

left-pad Install

" » npm i left-pad
String left pad

Reposito
sitory

@ github.com/stevemao/left-pad

Install
Homepage
$ npm install left-pad & github.com/stevemao/left-pad#readme
4+ Weekly Downloads
Usage Vo A——
2,962,641
const leftPad = require('left-pad') Version License
1.3.0 WTFPL
leftPad('foo', 5)
=> " foo" Unpacked Size Total Files
9.75kB 10
leftPad('foobar', 6)
A=l sonbaly Issues Pull Requests
3 7

leftPad(1, 2, '0")

=> "p1

Last publish
leftPad(17, 5, 0) 4 years ago

=> "0001

Carnegie
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Left-pad (Source Code)

17 lines (11 sloc) 222 Bytes

1 module.exports = leftpad;

2

3  function leftpad (str, len, ch) {
4 str = String(str);

5

6 var i = -1;

7

8 if (!ch && ch !==0) ch ="' *;
9

10 len = len - str.length;

11

12 while (++i < len) {

13 str = ch + str;

14 }

15

16 return str;

17 }

Carnegie
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5 lines (4 sloc) 133 Bytes

S | ° ' A 1 var toString = {}.toString;
ee also: isArray |
3 module.exports = Array.isArray || function (arr) {
4 return toString.call(arr) === '[object Array]';
5 %
isarray intall

» npm 1 isarray

Array#isArray for older browsers and deprecated Node.js versions.

build 'passing | downloads '227M/month

Repository
© github.com/juliangruber/isarray;
Homepage

& github.com/juliangruber/isarray

+ Weekly Download

" ——
50,913,317
Just use Array.isArray directly, unless you need to support those older versions.
License
Usage 2.05 MIT
. : e 2 Unpacked Size Total Files
var isArray = require('isarray');
3.43kB 4
console.log(isArray([])); => true
console.log(isArray({})); => false Issues Pull Requests
4 3
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Simple Node.js Code

https://github.com/MrDataScientist/Nodejs-10-projects-examples

# npm install -g express

# npm install -g express-generator

$ express express-website

$ cd express-website/

$ npm install

up to date, audited 122 packages in 629ms

19 vulnerabilities (3 low, 3 moderate, 8 high, 5 critical)

To address all issues (including breaking changes), run:
npm audit fix --force

Run "npm audit”™ for details.
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How do software projects manage third-party
dependencies on reusable libraries?

® |t's hard
® |t's mostly a mess (everywhere)
® But it's critical to modern software development

S3D Vellons
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What is a Dependency?

- Adependency is anything your code needs in order to build, run, or be tested.

» It can be another module, library, or service your code relies on.

» Build systems mainly track the code dependencies, but understanding runtime
dependencies is equally important

- If a dependency isn't available or compatible, your system can’t function correctly

 Just like missing ingredients or broken tools in a recipe
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Examples of dependency view

[ & master ~ NodeBB /install / package.json Paékage: git (1 2171-1ubuntu09 {

152 <dependencyManagement>
] s <dependencies> fast, scalable, distributed revision control system
Blame 201 lines (201 loc) - 6.13 KB 154 <dependency>
155 <groupId>com.sismics.docs</groupId>

Other Packages Related to git

- z 156 <artifactId>docs-core</artifactId>
u : w.om " i i
44 autoprefixer": "10.4.20", 1:; /:Ve“;o")s(pmle“'versmn}qversmn) | ® depends  ® recommends m suggests « enhances |
" O | " </dependency> L i d |
45 bc ryptjs 2.4.3 ’ 159 ® git-man (<< 1:2.17.0-.) [not amd64, i386]
46 "benchpressjs": "2.5.1", 160 <dependency> fast, scalable, distributed revision control system (manual pages)
161 <groupId>com.sismics.docs</groupId> Y
" - n.ou " git-man (<< 1:2.17.1-) [amd64, i386]
47 bOdy parser": "1.20.3", 162 <artifactId>docs-web-common</artifactId>
48 "bootbox": "6.0.0", 163 <version>${project.version}</version> git-man (>> 1:2.17.0) [not amd64, i386)
49 "hootst rap.. . v5,3,3" 164 </dependency> git-man (>> 1:2.17.1) [amd64, i386]
. e 165
® libch (>= 2.16) [not arm64, ppc6del]
50 "bootswatch": "5.3.3", 166 <dependency>
GNU C Library: Shared libr
51 nchalk: "4.1.2" 167 <groupId>com.sismics.docs</groupId> siioa vinlu;alr:ackaagr:pv:::;’;:sby ibcB-udeb
cha . "t 168 <artifactId>docs-web-common</artifactId>
52 “chart.js": "4.4.4", 169 <type>test-jar</type> libeB (>= 2.17) [arm64, ppc6del]
53 weli—graph™: "3.2.2" 170 <version>${project.version}</version> @ libeuri3-gnutls (>= 7.16.2)
graph™: sent 7 </dependency> easy-to-use client-side URL transfer library (GnuTLS flavour)
54 "clipboard": "2.0.11" 172
’ @ liberror-perl
" n. ou 0" 273 sdependency> Perl module for error/exception handling in an 00-ish wa
55 colors": "1.4.0", 174 <groupId>com. sismics.docs</groupId> g i 4
56 "commander": "12.1.0", 175 <artifactId>docs-web</artifactId> ® libexpat (>= 2.0.1)
" : ne n " 176 <version>${project.version}</version> XML parsing C library - runtime library
57 compare-versions": "6.1.1", 177 </dependancy> o lbperes
58 "compression": "1.7.4", 178 Old Perl 5 Compatible Regular Expression Library - runtime files
59 i t=f1 B vp.1.1" 179 <dependency> 4 ;
connect-Tlasnh™: 1. i i pect
! 160 B r°'fp1d>° rg'_Edlpse' Jettys/s "'°u"m> Larry Wall's Practical Extraction and Report Language
60 "connect-mongo": "5.1.0", 181 <artifactId>jetty-server</artifactId>
i : i - 182 <version>${org.eclipse.jetty.jetty-server.version}</version> ® zlib1g (>= 1:1.2.0)
61 connect-multiparty": "2.2.0", 183 </depandancyS compression library - runtime
62 "connect-pg-simple": "10.0.0", 184 ® less
" feia B " 185 <dependency> pager program similar to more
63 connect-redis": "7.1.1", 186 <groupId>org. eclipse. jetty</groupId> s
i R 3 ? patc
64 "cookle—pa rser" "1.4. 6", 187 <artifactId>jetty-webapp</artifactId> Apply a diff file to an original
i W i - 188 <version>${org.eclipse.jetty. jetty-webapp.version}</version>
65 cron": "3.1.7%, 189 </dependency> ¢ sshclient

virtual package provided by openssh-client



Where are the dependencies hosted?

- Typical Public Repositories Uthon
- Maven Central (Java) FRokdce
- PyPI (Python) P
« NPM Registry (JavaScript)
- Packages need a unique identifier
- Typically a package name (sometimes owner name) and version
- Custom repositories allowed by most package managers m
Often used for company-internal packages or cache mirroring
- Somebody needs to manage repositories
- Availability: Repository needs to be running
Access Control: Packages should only be published by owners
Integrity: Packages should be signed or otherwise verifiable
Uniqueness and archival: Only one artifact per version

Traceability: Packages can have metadata pointing to source or tests
Security: 77?
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Dependency Pinning vs. Floating

® Pinning: "l depend on libFoo 1.5.0”
Declares a specific version of the dependency. Frozen in time.

® Floating: “I depend on libFoo-latest”
Each build will pull the latest available libFoo version
» (Other forms available, e.g. libFoo 1.5.x)

S3D Vellons
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Pinned dependencies requires manual
updates in case of security issues

npm package

express o soo -

Overview Dependencies

Dependents Compare

= Filter dependencies by name, license, security advisory and more

Package

accepts
2,00

body-parser
2.0.2

content-disposition
1.0.0

cookie
0.6.0

content-type
105

cookie
0.6.0

Versions

npm package

express o soo -

Overview Dependencies Dependents Compare Versions

Security Advisories

In the dependencies

cookie accepts cookie name, path, and domain with out of bounds characters
- GHSA-pxg6-pf52-xh8x

Notes

1ADVISORY

npm package

express soi-

Overview Dependencies

Dependents Compare Versions

= Filter dependencies by name, license, security advisory and more

Package

accepts
200

body-parser
202

content-disposition
100

cookie
0.7.1

content-type
1.05

Carnegie
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Pinning vs Floating

Pinning Dependencies Floating Dependencies
(e.g.1.5.3) (e.g. 1.x)
Reproducible builds X Flaky builds (breaking changes)

Y Can become vulnerable due to Latest security patches & bug fixes

dependency bugs

Less manual maintenance
X Have to keep updating
dependents as dependencies evolve

X Floats leak transitively

\ A pin to B floating C; then A still hangi
Stable network effects s/erpglir;r'g]oofc)oatlng C; then A still sees changing

Carnegie
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Semantic Versioning

« Widely used convention for versioning releases
E.g. 1.2.1, 3.1.0-alpha-1, 3.1.0-alpha-2, 3.1.0-beta-1, 3.1.0-rc1
« Format: {MAJOR} . {MINOR} . {PATCH}
« Each component is ordered (numerically, then lexicographically; release-aware)
1.2.1<1.10.1
3.1.0-alpha-1 < 3.1.0-alpha-2 < 3.1.0-beta-1 < 3.1.0-rc1 < 3.1.0
- Contracts:
MAJOR updated to indicate breaking changes

Same MAJOR version => backward compatibility

MINOR updated for additive changes
Same MINOR version => APl compatibility (important for linking)
PATCH updates functionality without new API

Ninja edit; usually for bug fixes
« Largely dependent on honor system. No easy way to automatically verify (can you solve it?)
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https://semver.org/

20.0 2.0.0-rc.2 2.0.0-rci 1.0.0 1.0.0-beta

Semantic Versioning 2.0.0

Summary

Given a version number MAJOR.MINOR.PATCH, increment the:

1. MAJOR version when you make incompatible API changes,

2. MINOR version when you add functionality in a backwards compatible manner, and

3. PATCH version when you make backwards compatible bug fixes.
Additional labels for pre-release and build metadata are available as extensions to the MAJOR.MINOR.PATCH
format.
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People rely on SemVer contracts

semantic version inconsistency #5956
martey opened this issue on Feb 4, 2020 - 11 comments

’ martey commented on Feb 4, 2020 Contributor

The documentation claims that Celery follows semantic versioning:

Version numbers consists of a major version, minor version and a release number. Since version 2.1.0 we use the
versioning semantics described by SemVer: http://semver.org.

However, Celery 4.4 introduced breaking changes that are incompatible with Celery 4.3
(http://docs.celeryproject.org/en/latest/whatsnew-4.4.html#upgrading-from-celery-4-3, #5890).

I think a project governance decision needs to be made as to whether Celery plans to continue semantic versioning, or
whether minor versions are allowed to have breaking changes.

See full thread for an “interesting” example of Open Source governance and communication

Carnegie
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https://github.com/celery/celery/issues/5956

Transitive Dependencies

Packages can depend on other packages

libSSL

(crypto,

Git SSH-client certificates)
(repository (remote login
management) &
file transfer) zLib

(compression)

A

Q: Should Git be able to use exports of libSSL (e.g. certificate management) or zLib
(e.g. gzip compression)?

S3D Vellons
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Diamond Dependencies

What are some problems when multiple intermediate dependencies have the
same transitive dependency?

Generally, can also be across levels

zLib

/ SSH-Client \
Git libssL C
SSH-Client
\ s libssL
libHTTP

S3D Vellons
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Cyclic Dependencies

® Avery bad thing

® Avoid at all costs .
® Sometimes unavoidable or intentional A 5
« E.g. GCCis written in C (needs a C compiler) ~—

« E.g. Apache Maven uses the Maven build system
« E.g.]DK tested using JUnit, which requires the DK to
compile
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License Awareness from the Start

e Different open-source licenses come with different obligations.

e Always check license terms before using a dependency.

e Track licenses in your project (early, not after product launch)
o Continuous process

e Tools:
o FOSSA
o ClearlyDefined L e
o SPDX standards 'ﬁ Clea r|yDefined

S g pm

Carnegie
Mellon
Universi

S3D










OSS Vulnerability Lifecycle

Freetype

Chromium .
____/

ev Post
est Fix Release
Dev & Post
Test Fix Release

VS Code

(1]
.
’




Summary: How to Manage Dependencies Well

e Regularly monitor and update dependencies.
o Subscribe to project security advisories.
e Have a vulnerability response plan (don't wait for disasters).

e Tools SMEs could use:
o Dependabot (GitHub automated checks for outdated packages)
o Snyk (open source vulnerability scanning)
o OWASP Dependency-Check

e Track the licenses of all third-party code you use.

e Maintain a Software Bill of Materials (SBOM) listing all dependencies.

Open-source components are powerful, but managing them carefully is essential for security,
compliance, and stability.
Good dependency management protects your project and speeds up your team's work.
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