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Learning Goals

Learn to discuss risk in a project

- Strategize about ways to mitigate risk
Learn to get early feedback to reduce risk
* Find ways to catch our technical errors
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Definition: Risk

Risk is a measure of the potential inability to achieve overall program
objectives within defined cost, schedule, and technical constraints.

Conrow, E. 2003. Effective Risk Management: Some Keys to Success, 2nd ed. Reston, VA, USA: American Institute of Aeronautics and Astronautics (AIAA).
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Risk is defined by two key components

The probability (or likelihood) of The consequences (or impact) of
failing to agm:tcexcrenae particular failing to achieve that outcome

Conrow, E. 2003. Effective Risk Management: Some Keys to Success, 2nd ed. Reston, VA, USA: American Institute of Aeronautics and Astronautics (AIAA).
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Internal vs. External Risk

=y &
Risks that we can control Risks that we cannot control
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Levels of Risk Management

1. Elimination of root causes:
« Identify and eliminate factors that make it possible for risks to exist at all.

2. Prevention:
- Implement and execute a plan as part of the software project to identify
risks and prevent them from becoming problems.
3. Risk mitigation:
« Plan ahead of time to provide resources to cover risks if they occur, but you
don’t reduce the chance of the risk happening.

4. Fix on failure:
« Detect and react to risks quickly, but only after they have occurred.

5. Crisis management:
« Fire fighting; address risks only after they become problems.

Carnegie
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Levels of Risk Management

Elimination of root causes

Prevention

Risk Mitigation
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Fix on Failure —————

Effort before events

Crisis Management
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Timeline of events

“Rapid Development: Taming Wild Software Schedules,” Steve McConnell, 1996
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Levels of Risk Management

1. Elimination of root causes:
* You build the house with fireproof materials and remove all potential fire hazards to
prevent the fire from ever occurring.
2. Prevention
* You install smoke detectors, inspect wiring, and remove fire hazards to reduce the chance
of a fire starting.
3. Risk mitigation
* You install fire extinguishers and sprinklers to reduce the damage when a fire occurs but
take no steps to prevent the fire.
4. Fix on failure
* You have smoke detectors that alert you to the fire, and you react quickly once it's detected.
5. Crisis management
* You wait until the fire is visible and then call the fire department to put it out.
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Levels of Risk Management

1. Elimination of root causes:
 Identify and eliminate factors that make it possible for risks to exist at all.

2. Prevention:
- Implement and execute a plan as part of the software project to identify
risks and prevent them from becoming problems.
3. Risk mitigation:
« Plan ahead of time to provide resources to cover risks if they occur, but do
nothing to eliminate them in the first place.

Carnegie
“Rapid Development: Taming Wild Software Schedules,” Steve McConnell, 1996 Mellon
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Risk Management

Risk Identification

Risk Assessmen/ Risk Analysis
\\ Risk Prioritization
i)

Risk-Management Planning

.\ Risk Control // Risk Resolution

Risk Management
[

\Risk Monitoring
N |

These are core tasks that support prevention, mitigation, and root-cause elimination

Carnegie

“Rapid Development: Taming Wild Software Schedules,” Steve McConnell, 1996 Mell()n
Universi



Risk Management
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Team Exercise: Risk Identification

« What risks exist for the scooter app?
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Risk assessment matrix

TABLE IIlI. Risk assessment matrix

RISK ASSESSMENT MATRIX
SEVERITY | catastrophic Critical Marginal Negligible
PROBABILI (1) (2 (3) (4)
Frequent . "
(A) g g Medium
Probable
8) g g Medium
Occasional
(©) g Medium
Remote
(D) Medium Medium
'"""(‘I’E';a"" Medium Medium Medium
Eliminated
(F)

* MIL-STD-882E

https://www.system-safety.org/Documents/MIL-STD-882E.pdf
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Aviation failure impact categories

- No effect - failure has no impact on safety, aircraft operation, or
crew workload

- Minor - failure is noticeable, causing passenger inconvenience
or flight plan change

- Major - failure is significant, causing passenger discomfort and
slight workload increase

- Hazardous - high workload, serious or fatal injuries
- Catastrophic - loss of critical function to safely fly and land

DO-178b, Software Considerations in Airborne Systems and Equipment Certification, RTCA,
Carnegie
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Risk Analysis

Probability Size of Loss Risk Exposure

(%) (weeks) (weeks)
Overly optimistic schedule 50% 5 25
Additional features added by marketing (specific features unknown) 35% 8 2.8
Project approval takes longer than expected 25% 4 1.0
(I;/IXaF)r;aC?;nent-level progress reporting takes more developer time than 10% y 0.1
New programming tools do not produce the promised savings 30% 5 1.5
Total 12
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Autonomous System Safety by Phil Koopman

VSL and the Dollar Value of a Human Life

We cannot spend infinite dollars to save a life. Where is the cutoff?

S d d t ru t h . ﬂ\“?‘f‘i,“f“““

Risk ana |y5 is often becomes a R

human life? The Valuation of a Statistical Life (VSL) was increased to $13.7 million for

numbers game to justify

Departmental Guidance on Valuation of a

regulations or investments, rather MO ekl
than a tool for genuine safety
improvement.

132 2023

The purpose for computing this is

that there needs to be some <:| The pur
infras
ge

CO mp ari S 0 n numb e r to d e C i de if astructure improvements to save even one life at $13.7M -- a no brainer if you
re gulatio n s 0 r inve Stme nt s are economically justified. To be clear, this is not a moral judgment issue. It is simply that

if you are tasked with spending money on safety, you need some sort of economic

i u Stiﬁ e d on an econo mi C b as i S. model to justify expenditures, and this is the one we have for transportation in the US.

SHEm

ose for computing this is that there needs to be some comparison number to
regulations

gulat or investments are justified on an economic basis. Spend $100K

in
can get the funds. Force a recall that costs $500M to save only one life -- not
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Exercise: Risk Analysis

« Whatis the risk probability and severity for your scooter app?

Frequent, Probable, Not so often, almost never
Extensive, Major, Medium, Minor, No Impact
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Risk Prioritization
Focus on risks with the highest exposure

Severity A

Extensive

Medium

25

No impact

unlikely




Risk Management

Risk Identification

Risk Assessment <5~ Risk Analysis

Q. Risk Prioritization

Risk Management

[ — R e
Risk-Management Pianringe.
= i ~
Risk Resolution \

)\ Risk Monitoring
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Risk Control

« What steps can be taken to avoid or mitigate the risk?

« Can you better understand and forecast the risk?

« Who will be responsible for monitoring and addressing the
risk?

« Have risks evolved over time?

 Incorporate risks into your schedule

« Don't assume everything will go smoothly between now and the end
of the semester!
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Pre-mortems

"unlike a typical critiquing session, in which project team
members are asked what might go wrong, the premortem

operates on the assumption that the 'patient’ has died, and so
asks what did go wrong."

Project Management

Performing a Project

Premortem

by Gary Klein
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Summary. Reprint: FOT089A In a premortem, team members a ct they a
n gen for its demise.
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Discussion: Risk Elimination and Mitigation

« How can you eliminate/mitigate risk for your scooter app?
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The Swiss cheese model

Mixed

Regulatory messages

narrowness
Incomplete
procedures

Responsibility
shifting

Production
pressures

Inadequate Ao ntion
training

distractions

<> <

Institutional

Organization <>\
Profession

Risk control needs multiple
overlapping defenses

7

Clumsy
technology

Deferred
maintenanc
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The Swiss cheese model

To Err Is Human

G

Organization
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Can we remove human error?




Why do we make mistakes?

~SCIENTIFIC AMERICAN

HOW WE LOOK WITHOUT SEEING,
FORGET THINGS IN SECONDS, AND
ARE ALL PRETTY SURE WE ARE
WAY ABOVE AVERAGE
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Generalization

- ...in the words of psychologist Tom Stafford, we can’t find our typos because
we're engaging in a high-level task in writing. Our brains generalize simple,
component parts to focus on complex tasks, so essentially we can’t catch

the small details because we're focused on a large task.
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Boredom can give rise to errors,
adverse patient events, and
decreased productivity—costly and
unnecessary outcomes for
consumers, employees, and
organizations alike. As a result of
boredom, individuals may feel
overworked or underutilized, and
become distracted, stressed, or
disillusioned. Staff who are bored
also are less likely to engage with
or focus on their work.

S3D

Original Articles

Boredom in the Workplace: Reasons, Impact, and

Solutions

Michelle Cleary &%, PhD, RN, Jan Sayers , PhD, RN, Violeta Lopez , PhD, RN & Catherine Hungerford , PhD, RN

Pages 83-89 | Received 24 Jun 2015, Accepted 13 Aug 2015, Published online: 10 Feb 2016

66 Download citation https://doi.org/10.3109/01612840.2015.1084554 ) checkorpsstes

EalFigures & data @ References &6 Citations lil Metrics & Reprints & Permissions | (Getaccess

Abstract

Boredom in the workplace is not uncommon, and has been discussed widely in
the academic literature in relation to the associated costs to individuals and
organizations. Boredom can give rise to errors, adverse patient events, and
decreased productivity—costly and unnecessary outcomes for consumers,

employees, and organizations alike. As a function of boredom, individuals may

Related rese

Boredom at work
spillover model ¢
work motivation
boredom >
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Cognitive Load

«..." students who switch back and forth between attending a lecture
and checking email, Facebook, and IMing with friends”

( )
Computers & Education 62 (2013) 24-31
C lists ilable at SciVerse Sci Direct
Computers & Education
FI.SEVIER journal homepage: www.elsevier.com/locate/compedu
DESIGN ATED Laptop multitasking hinders classroom learning for both users and nearby peers
Faria Sana?, Tina Weston <, Nicholas J. Cepeda ™"
s M o KI N G * McMaster University. Department of Psychology. Neuroscience, & Behaviour, 1280 Main Street West, Hamilton. ON L8S 4K 1. Canada
® York University. Department of Psychology. 4700 Keele Street. Toronto, ON M3J 1P3. Canada
AREA “York University, LaMarsh Centre for Child and Youth Research, 4700 Keele Street, Toronto, ON M3J 1P3, Canada

ARTICLE INFO ABSTRACT

. J

............... e T N S e S S S s

S3D Vellons

Universi




catch
Can we femeve human

error?

Can we catch human error before releasing our code?
Can we automate tasks to prevent problems?
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Double entry accounting

Details Date Income Expenses Balance
Building Loan 71 2200 26800
Utilities 71 950 25850

Details Date Fund/Account Credit Debit Assets Liabilities Balance
Cash Other
$75,000 $9,000 $55,000 $29,000
Building Loan 71 Mortgage Company $2,200 $52,800
Building Fund $2,200 $47,800 $26,800
Utilities 7n Local Electric & Water Coop $950
Building Fund $950 $46,850 $25,850
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Approach:
Automate what we can,
Review what we cannot




CI/CD Pipeline overview

[ Code Edit } >[ Tests Run J

,

Code (
[ Semleyed ]4 LCode Merged]




Continuous Integration:

Catch mistakes before merging your code!
Cl/CD reduces project risk by catching mistakes early.
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Example CI Workflow

)

Checkout
branch

main

Merge branch and
auto-redeploy ETL job

2

Commit
changes

3

Open pull
request

\
\
\

@

Automated
testing

development

GitHub
Actions

5

Approve
pull request /

/

GitHub
Actions

Commit
fixes

Source: https://innerjoin.bit.io/making-a-simple-data-pipeline-part-4-ci-cd-with-github-actions-733251f211a6
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Observation

Continuous Integration
helps us catch errors
before others see them




For problems we can't
easily automate, we can
perform code review

Code reviews reduce risk by catching errors humans introduce,
especially those automation can’t detect.




Motivation

e Linus’s Law: “Given enough eyeballs, all bugs are shallow.”
» - The Cathedral and the Bazaar, Eric Raymond

Relative cost to fix bugs,
based on time of detection

30x

25x

20x

15x

10x

5x

0x

Requirements / Integration / A?Z:t:;é 5 Production /
Architecture Component Testing P Post-release

Testing
Carnegie
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Code Review at Microsoft

Ranked Motivations From Developers
BN 7op [ Second [ ] Third

-
-
-
-

Finding Defects

Code Improvement
Alternative Solutions
Knowledge Transfer
Team Awareness
Improve Dev Process
Avoid Build Breaks
Share Code Ownership

Track Rationale

ﬂmw

Team Assessment

o -
§‘

400

[+2]
[=]
o

Responses

Bacchelli, Alberto and Christian Bird. "Expectations, outcomes, and challenges of modern code review."
Proceedings of the 2013 International Conference on Software Engineering. IEEE Press, 2013.
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Outcomes (Analyzing Reviews)

Code Improvements
Understanding

Social Communication
Defects

External Impact
Testing

Review Tool
Knowledge Transfer
Misc

I

0% 10% 20% 30%
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Mismatch of Expectations and Outcomes

 Low quality of code reviews
 Reviewers often focus on easy-to-spot issues, such as formatting, and
MIsS serious errors
- Understanding is the main challenge
« Understanding the reason for a change
« Understanding the code and its context
« Feedback channels to ask questions often needed

*There is often no assurance of the review's overall quality
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Code Review at Google

*Introduced to “force developers to write code that other
developers could understand”

* Three benefits:
» checking the consistency of style and design
 ensuring adequate tests

* improving security by making sure no single developer could commit
arbitrary code without oversight

Caitlin Sadowski, Emma Soderberg, Luke Church, Michal Sipko, and Alberto Bacchelli. 2018. Modern Code
Review: A Case Study at Google. International Conference on Software Engineering
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Code Review

e Start with the “big ideas”

- Automate the little things

« Focus on understanding

*Remember a person wrote the code

* Don’t overwhelm the person with feedback
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Boeing Model 299 test on October 30, 1935.

*Plane crashed because
of locked elevator
control surface (opposite
effect of MCAS)
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Checklists help manage complex
processes

OMICIAL AAF, MLOT'S OHECK LIS
’ - b

' ‘
COCKPIT e
MODEL 299

The Checklist: https://www.newyorker.com/magazine/2007/12/10/the-checklist
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How to create a checklist?

e Start with problems we have seen before
- “Safety regulations are written in blood”

e Justify why this is not automatable

«Not all checklist items need to be very specific

* An item could be “does this team know we are proposing this
change”
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CodeReviewChecklist.com  About Open Source

Code Review Checklist

(v | f ] in]

The following checklist for code reviews isn't meant to be an exhaustive list to cover every eventuality.
Merely a prompt to make sure you've thought of some of the common scenarios.

Requirements

(J Have the requirements been met?
(0 Have stakeholder(s) approved the change?

Maintainability

O ls the code easy to read?
s the code not repeated (DRY Principle)?
s the code method/class not too long?

Testing

O Do unit tests pass?

[0 Do manual test plans pass?

(J Has been peer review tested?
[J Have edge cases been tested?
(J Are invalid inputs validated?
(J Are inputs sanitised?

Code Formatting

O1s the code formatted correctly?
[J Unecessary whitespace removed?

Performance

[Jls the code performance acceptable?

Documentation

O1s there sufficient documentation?
O1s the ReadMe.md file up to date?

Best Practices

(J Follow Single Responsibility principle?
([ Are different errors handled correctly?
(J Are errors and warnings logged?

(0 Magic values avoided?

[J No unnecessary comments?

(0 Minimal nesting used?

Architecture

O s it secure/free from risk?

[ Are separations of concerned followed?
(0 Relevant Parameters are configurable?
[0 Feature switched if necessary?

Other

[0 Has the release been annotated (GA etc)?
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Don't forget that coders are people
with feelings

* A coder’s self-worth is in their artifacts
 Continuous Integration can avoid embarrassment

- [dentify defects, not alternatives; do not criticize coder

* “you didn't initialize variable a” -> “I don't see where variable a is
initialized”

« Avoid defending code; avoid discussions of solutions/alternatives
 Reviewers should not “show off” that they are better/smarter

» Avoid style discussions if there are no guidelines

* The coder gets to decide how to resolve fault
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